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1. Introduction 

Many organizations develop web servers without adequately considering whether the deployed 
servers comply with established security standards, whether the implemented systems are secure, or 
whether they remain susceptible to potential disruptions. [1]. For instance, in the case of the Servio 
website, several vulnerabilities were identified, including HTML pages lacking Cross-Site Request 
Forgery (CSRF) protection, susceptibility to clickjacking attacks, and the presence of multiple 
informational web alerts [2]. Developing a secure web server is essential to ensure data 
confidentiality, integrity, and service availability within the implemented system [3], [4]. An insecure 
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 The urgency of this research is to identify the causes, develop 

mitigation methods, and enhance the security of OJS websites, as many 

are infiltrated or hijacked for online gambling or other harmful content. 

Securing OJS websites is never easy because attacks are increasingly 

diverse and innovative every day. OJS system security is essential to 

protect the information contained therein and protect the services 

provided by scientific journal publishers. The ISSAF framework, which 

uses a simulation approach similar to a real server, can serve as a basis 

for identifying OJS Website vulnerabilities in Webmin for a system 

administrator. The results of the identification in this study indicate that 

the leading cause of OJS web server attacks originates from outside the 

simulation environment, specifically the internet network via ports 

80/443. Vulnerability Session Hijacking with Cookies receives a CVSS 

vulnerability score of 9.1. A vulnerability in the web server 

configuration folder structure, traceable by crawler tools, receives a 

CVSS vulnerability score of 5.3. Repeated login attempts to the OJS 

system are not banned, and blocking the Attacker's IP receives a CVSS 

vulnerability score of 6.5. A file with the .php extension was 

successfully uploaded; it may be a backdoor file with a CVSS 

vulnerability score of 5.3. Although the OJS PKP changed/forced the 

file to .txt, the malicious file could be exploited in the future by 

unauthorized users. The novelty of this research lies in a server 

simulation that mimics a real server and the ISSAF framework for 

assessing the security of the Webmin web-based system administration 

tool on OJS websites. 
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website poses the risk that managed data may be easily accessed or misused by unauthorized parties. 
[3], [5]or even compromised through website hijacking by undesirable content, such as online 
gambling advertisements. On the other hand, ensuring cybersecurity is never an easy task, as attacks 
are becoming increasingly innovative every day. Therefore, it is crucial to clearly define 
cybersecurity and continuously enhance the level of protection [6]. 

The Open Journal System (OJS) is an open-source platform for scholarly article publication [7]. 
Open-source licenses permit all or part of a software’s source code to be viewed by Internet users, 
enabling anyone to study and modify the code to suit their needs. This openness likewise applies to 
malicious actors, who can examine OJS source code and its weaknesses and subsequently exploit 
them for harmful or criminal purposes. 

Website hijacking is a form of cyber threat that is increasingly prevalent, whereby attackers take 
over or modify a website without the consent of its owner. This phenomenon not only threatens 
commercial websites but also targets university websites, which are often perceived as having lower 
levels of security. University websites are prime targets because they are considered to have strong 
reputations in search engine rankings. This enables attackers to exploit high traffic for their own 
purposes, such as displaying online gambling advertisements. Fig. 1 illustrates an instance of website 
hijacking involving online gambling content on an OJS website. In this case, the hacker successfully 
gained administrator access to the OJS by exploiting several zero-day vulnerabilities [8], enabling 
them to obtain journal manager privileges merely by registering as an author on the OJS platform. 

  

Fig. 1. Website hijacking online gambling on the OJS platform 

Webmin is a web-based interface for system administration on Unix/Linux servers. Virtualmin is 
an additional module (plugin) for Webmin specifically designed to manage virtual hosts, such as in 
shared hosting environments. Virtualmin provides facilities and ease in creating and managing virtual 
domains (similar to cPanel), email accounts, databases, DNS, SSL, FTP, and file hosting. According 
to Enlyft data, 1,179 companies use Webmin, primarily in the Information Technology and Services 
industry, with employee numbers ranging from 50 to 200 and revenues between $1 million and $10 
million (as shown in Fig. 2). This Webmin user data is relevant to the needs of universities, which 
typically have administrators and resources that are relatively limited. 

 

Fig. 2. Top Industries that use Webmin 

Source: https://enlyft.com/tech/products/webmin 

Literature Review 

Ensuring the security of servers managed through the Webmin control panel, which host Open 
Journal Systems (OJS) websites, is crucial for maintaining data confidentiality, integrity, and service 
availability. [9, p. 304], [10, p. 9]. 
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Several prior studies have examined the security of Open Journal Systems (OJS) websites; 
however, these investigations primarily utilized older versions such as OJS 2.4.7 [3]. In contrast, the 
current version, OJS 3.4, exhibits distinct vulnerabilities, including susceptibility to Denial-of-
Service (DoS) attacks due to the system’s inability to restrict or block repeated failed login attempts 
[1]. The use of Webmin as a web-based system administration interface for Open Journal Systems 
(OJS) has received limited research attention. Prior studies have predominantly examined cPanel-
based administration environments, where default configuration settings have been shown to expose 
security weaknesses that may be exploited for Distributed Denial-of-Service (DDoS) attacks. [11]. 
Therefore, there is a need to strengthen and optimize the security configurations within cPanel to 
mitigate existing vulnerabilities and enhance system resilience against potential exploitation. 
Previous studies on information system websites or platforms similar to OJS have primarily focused 
on the web application layer itself, without considering the impact of the underlying web-based 
administration tools [12], [13], [14], [15], [16], [17], [18]. However, the security posture of a website, 
particularly OJS, strongly depends on the configuration and robustness of the web server it operates 
on [18].  

Webmin acts as a solution offering a web-based graphical interface, easing the configuration and 
management of web servers. Experimental results show that Webmin provides satisfactory 
throughput and resource efficiency while maintaining secure and manageable administrative access 
[19]. However, research specifically focused on the security aspects of OJS combined with Webmin 
remains limited.  

The ISSAF framework is a highly structured methodology that categorizes information system 
security into specific domains and evaluation stages [1], [10]. Applying this framework provides a 
robust methodological foundation and strong justification for the research findings. ISSAF serves as 
an appropriate approach for conducting a comprehensive analysis of system vulnerabilities and 
developing effective countermeasures. Consequently, the conclusions drawn from the ISSAF-based 
assessment and the formulated mitigation strategies can serve as a strategic reference to enhance the 
overall security of the OJS website.  

Based on the aforementioned background, the novelty of this research lies in the security evaluation 
of the latest version of Open Journal Systems (OJS) 3.4.0, managed through the Webmin web-based 
system administration tool. This study employs the ISSAF framework as a methodological approach 
to identify, analyze, and mitigate potential security vulnerabilities arising from the integration 
between OJS and Webmin. 

2. Method 

2.1. Research Object  

This study focuses on OJS version 3.4.0.8, installed on the subdomain jurnal.universitas**.ac.id. 
It employs a quantitative experimental approach, using a case study of Open Journal Systems (OJS) 
version 3.4.0.8 to assess security vulnerabilities. 

2.2. Research Stages 

The research process stages in this study follow the ISSAF framework. The ISSAF framework 
helps in thoroughly identifying potential vulnerabilities within the system. The stages of the ISSAF 
method are shown in Fig. 3. 

 

Fig. 3. ISSAF Framework Stages 
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The procedures corresponding to each stages of the ISSAF framework are detailed as follows: 
1. Information Gathering 

The information-gathering stage collects data about the system and prepares for penetration 
assessment. Tests in this stage include, but are not limited to, verifying SSL configuration, DNS 
enumeration, gathering domain information, and identifying CMS. 

2. Network Mapping 
The network-mapping stage uses a technical method by injecting a system footprint to identify 
network topology and exposed services. 

3. Vulnerability Identification 
During vulnerability identification, various activities are performed to uncover weaknesses in 
the system. This stage employs automated and manual assessment to detect security flaws. 

4. Penetration 
The penetration stage involves active attacks aimed at gaining unauthorized access by exploiting 
known vulnerabilities and bypassing security controls to achieve different privilege levels. 

5. Gaining Access and Privilege Escalation 
This follow-up stage tests the system using access obtained during penetration to escalate 
privileges and broaden control within the environment. 

6. Enumerating Further 
After gaining penetration and escalating privileges, further enumeration gathers more detailed 
data and information. This deeper reconnaissance assists in identifying additional security 
weaknesses in the targeted system. 

7. Compromise Remote Users/Sites 
In this stage, identified vulnerabilities are leveraged remotely to obtain broader system access, 
facilitating deeper exploration and assessment of the target. 

8. Maintaining Access 
The maintaining-access stage involves techniques (e.g., installing backdoors or rootkits) to 
preserve access to the system even if initial entry vectors are closed. 

9. Covering the Track 
The pentester hides files and removes or modifies log entries to eliminate traces of assessment 
activities. This is done to mimic real attacker behavior and evaluate detection and response 
capabilities. 

10. Reporting 
The reporting stage documents the results of the tests and provides recommendations. Its purpose 
is to inform stakeholders of findings, impact, and remediation measures. 

11. Clean and Destroy Artifacts 
The final stage wipes all data and artifacts from the assessment. The goal is to make sure no 
traces stay on the system after it's finished. 

2.3. Assessment Tools and Data Analysis 

In the assessment phase of the OJS and Webmin websites, the researcher using several relevant 
tools. The tools utilized in this study are presented in Table 1. 

Table 1. Tools Used in the Research 

Stage Source Tools 

Information Gathering 
Domain Info Nikto, Whois. 

SSL SSL Scan, DNS Lookup 

Network Mapping Network Info NMap. 

Vulnerability Identification Web Scanner Vulnerability Acunetix, OWASP ZAP, Nikto, Nessus 

Exploitation 

DoS Attack Low Orbit Ion Canon 

SQL Inject Wireshark, SQL Map 

Metasploit Metasploit 

Gaining Access & Privileges Backdoor PHP rootkit 

Enumerating Further Backdoor PHP rootkit 

Compromise Remote User/Site Backdoor PHP rootkit 

Maintaining Access Backdoor PHP rootkit 

Covering Tracks Backdoor PHP rootkit 

Reporting  Manual 

Clean and destroy artifacts  Manual 
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The final stage involves conducting analysis and preparing a report based on the penetration 
assessment results obtained during the ISSAF framework stages. 

2.4. Assessment Framework 

The assessment in this study was carried out within a virtualization topology created using 
VirtualBox. The research object (jurnal.universitas**.ac.id) was hosted on a CT Web Server 
container with the IP address 192.168.169.4/29. The control panel for the CT Web Server was 
Webmin, accessible on port 10000, and it ran on Debian Linux 12. The CT Web Server was located 
on a physical virtualization server running Proxmox 12 with the IP address 192.168.169.3/29. This 
server was connected to a firewall, which served as a filtering and defense mechanism against 
potential external threats. The overall assessment framework is shown in Fig. 4. 

Access to the Webmin Control Panel on port 10000 was restricted solely to the Administration 
Admin host with IP address 192.168.169.2/29. Likewise, access to the Proxmox Manager on the 
Virtualization Server was limited to port 8443 and was only available through the same 
Administration Admin host. All other unspecified ports toward the Administration Admin and 
Virtualization Server were blocked. 

The firewall configuration for the CT Web Server only permitted public connections through port 
80 (HTTP) and port 443 (HTTPS). Although port 80 is naturally less secure, it was enabled to allow 
web access. To reduce risks, all HTTP traffic on port 80 was automatically redirected to port 443, 
ensuring communication with the research object was encrypted with SSL. SSL encryption involves 
a handshake to start the connection, encrypts data with cryptographic keys (public and private), and 
verifies data integrity to prevent tampering during transmission. Additionally, SSL offers 
authentication to establish trust between parties. The main reason for permitting only port 443 was 
to protect sensitive information during internet transmission, making sure that only the intended 
recipient could interpret the data. 

Security assessment in this study was conducted over the internet, where, as shown in Fig. 4, only 
ports 80 and 443 were exposed. 

 

Fig. 4. Assessment framework 

To enhance security for login and registration, the researcher implemented Google CAPTCHA, 
as shown in Fig. 5. This feature ensured that only human users could access these pages, reducing 
the risk of brute force attacks [20], [21]. 
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Fig. 5. Implement CAPTCHA on login and registration forms 

Furthermore, the researcher set file permissions (chmod) on the OJS directory within Webmin. 
The OJS folder was assigned chmod 755, with the owner having write (4) + read (2) + execute (1) = 
7, and both group users and the public having read (2) + execute (1) = 5. All files inside the folder 
were given chmod 644, enabling the owner to read (4) + write (2) = 6, while the public was only 
allowed to read (4) = 4. 

The OJS PKP application also included development configuration files, such as composer.json 
and composer.lock, which should not be publicly accessible because they contain information about 
libraries and their versions used in the OJS PKP system. To protect these files, the researcher set 
permissions to chmod 640, allowing the owner read (4) plus write (2) = 6, while denying public users 
any permission to view or execute these files. 

2.5. Vulnerability Assessment 

The vulnerabilities identified and their severity levels were assessed using the Common 
Vulnerability Scoring System (CVSS) [22], [23], [24] through the official platform at 
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator. The vulnerability ratings are detailed in Table 
2. 

Table 2. CVSS v3.x Ratings 

Severity Severity Score Range 
None 0.0 

Low 0.1-3.9 

Medium 4.0-6.9 

High 7.0-8.9 

Critical 9.0-10.0 

3. Results and Discussion 

The security gaps and vulnerabilities identified in this study, along with their severity levels, were 
assessed using the Common Vulnerability Scoring System (CVSS) via the official CVSS v3 
calculator available at https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator. Table 3 summarizes the 
assessment results and vulnerability evaluations. These findings offer important insights into the 
system’s security posture and highlight the areas that need targeted mitigation to enhance the overall 
resilience and robustness of the OJS environment. 

Table 3. Reporting 

Vulnerability Description CVSS 
Risk assessment 

categories 
Session 

Hijacking 

dengan Cookie 

A successful login was achieved by exploiting a session 

cookie without requiring user credentials 
9.1 

Critical — the highest 

priority for security 

improvement 

Brute Force 

attack 

The system is equipped with a CAPTCHA mechanism; 

however, no restrictions are enforced on the number of 

login attempts. As a result, the system is unable to block 

brute-force attackers 

6.5 
Medium — requires urgent 

security measures 
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Vulnerability Description CVSS 
Risk assessment 

categories 

HTML form 

without CSRF 

protection 

The URI index.php/jastech/login? redirects to the page 

index.php/jastech/login because, in this study, the trailing 

question mark (?) does not alter the functionality of the 

endpoint. In cases where a question mark is present 

without accompanying parameters, the server disregards 

the empty query string since no additional information is 

provided for processing. Consequently, the server treats the 

URI as equivalent to its parameter less form and returns the 

same response page to the user 

4.3 

Medium–Low — a necessary 

remediation, especially when 

the form is used for sensitive 

transactions 

Possible 

sensitive 

directories 

The directory /lib/pkp/classes/config was found to be 

exposed to the public; however, when accessed, it returns a 

"Forbidden Access" message, indicating restricted access. 

Nevertheless, directory permissions should be further 

hardened to prevent directory listing or probing attempts 

by automated security scanning tools 

5.3 

Medium — reducing the 

attack surface for 

reconnaissance is 

recommended 

Upload File 

pada halaman 

submission 

File upload assessment demonstrated that files with a .php 

extension, which potentially act as backdoors, were 

successfully uploaded. However, the system automatically 

renamed such files to .txt, thereby preventing execution of 

the uploaded .php scripts 

5.3 
Medium — mitigation is 

required to prevent escalation 

Session Hijacking via Cookie — A CVSS score of 9.1 (Critical) signifies a highly exploitable 
vulnerability with severe consequences. If a session cookie is stolen, an attacker can hijack the user 
session without valid credentials, impersonate the victim, access personal data, and carry out 
malicious actions, especially if the compromised account has elevated privileges. Because this 
vulnerability affects session authentication directly, its business impact is considered critical, 
threatening privacy, transaction integrity, and regulatory compliance. 

Brute Force Attack on Login Form (CAPTCHA Enabled, No Login Attempt Limit) — A CVSS 
score of 6.5 (Medium) indicates a moderate level of risk. While CAPTCHA helps reduce automated 
attacks, the lack of login attempt restrictions—such as rate limiting, account lockout, or progressive 
delays—enables attackers to make repeated login attempts, including distributed brute force attacks 
using IP rotation or proxies. This leaves accounts with weak passwords vulnerable to compromise. 
These findings support previous reports [18], confirming that Open Journal Systems (OJS) does not 
have an effective mechanism to limit repeated login attempts. 

HTML Form Without CSRF Protection (index.php/jastech/login?) — CVSS 4.3 (Medium–Low) 
score of approximately 4.3 indicates a medium-to-low risk depending on context. Cross-Site Request 
Forgery (CSRF) could allow attackers to force authenticated users to perform unintended actions 
(e.g., changing settings). For a login endpoint, the impact is usually lower since login itself is not 
typically a state-changing action for other users. However, if the form handles sensitive operations, 
the risk should be considered. 

Exposure of Potential Sensitive Directories (/lib/pkp/classes/config) — CVSS 5.3 (Medium) The 
exposure of directory paths (such as folder names) without content access (HTTP 403 Forbidden) is 
classified as a medium risk with a score of 5.3. Although direct exploitation is limited, revealing 
structural information aids reconnaissance and application mapping, which could speed up other 
exploits if configurations are modified. If sensitive configuration files (like credentials) are exposed, 
the risk could increase significantly. 

File Upload on Submission Page (.php to .txt, Non-Executable) — CVSS 5.3 (Medium): The 
upload endpoint accepts potentially malicious files, but the server renames them (e.g., from .php to 
.txt) or forces them to download, preventing immediate execution. A score of 5.3 indicates limited 
direct impact; however, it still poses a persistent risk. Malicious files (e.g., potential webshells or 
payloads) stored in the system could be exploited later if server settings change or files are moved 
into an executable directory. 

3.1. Mitigation 

1. Brute Force Attack Mitigation 

Mitigation against brute force attacks was implemented by enforcing login attempt limits. Each 
IP address was limited to three consecutive login attempts. After three failed tries, the IP was 
automatically blocked for one hour, as shown in Fig. 6. This rate-limiting (lockout) system 
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effectively stops automated login attempts, since brute force attacks depend on numerous quick 
tries. Limiting attempts forces attackers to spend more time or resources (such as IP rotation) to 
succeed. 

The probability of a breach is significantly reduced because setting a low threshold of three 
attempts minimizes the chances of discovering weak passwords. Security was further improved 
by using Fail2ban, which detects repeated failed login attempts, triggers logging and alerts, and 
allows security teams to respond more promptly. Fail2ban was successfully implemented as a 
login attempt limiter, effectively preventing unauthorized login attempts (Fig. 6) [25]. 

  

Fig 6. Fail2ban in Webmin banning IP addresses after failed login attempts 

Additionally, login restrictions were strengthened by requiring email verification. Only users 
who had verified their email addresses were allowed to log in. This was enforced by enabling 
the configuration setting require_validation = On in the OJS PKP config.inc.php file. 

2. Host Header Attack Mitigation 

To mitigate host header attacks, the website domain and subdomains were explicitly defined in 
the configuration. In OJS PKP, this was achieved by setting allowed hosts in the config.inc.php 
file according to the official journal domain: 

allowed_hosts = '["jurnal.universitasputrabangsa.ac.id", 
"www.jurnal.universitasputrabangsa.ac.id"]' 

This configuration ensures that only requests directed to the specified domain and subdomains 
are accepted, thereby reducing the risk of host header manipulation. 

3. BREACH Attack Mitigation 

Mitigation against BREACH attacks was performed by enforcing the use of the latest TLS 
encryption standards [26] and disabling port 80 for the web server. To strengthen security claims 
and improve system resilience, OJS administrators are advised to conduct regular configuration 
audits, test filtering mechanisms using controlled payloads, and apply the principle of least 
privilege to both file system permissions and process execution rights. 

4. Conclusion 

The potential security vulnerabilities of Open Journal Systems (OJS) managed through Webmin 
as a system administration tool mainly result from open ports and web server misconfigurations. This 
study's proposed OJS web server setup using Webmin shows its ability to improve system security 
against attacks targeting ports 80 and 443. 

This study's novelty lies in evaluating the security of the latest version of Open Journal Systems 
(OJS) 3.4.0, managed through the Webmin web-based system administration tool. It uses the ISSAF 
framework as a methodological approach to identify, analyze, and address potential security 
vulnerabilities caused by integrating OJS and Webmin. The research shows that the main attack 
vectors targeting the OJS web server come from the external network via ports 80 and 443. Key 
vulnerabilities identified include Session Hijacking through cookies (CVSS 9.1), exposed 
configuration folder structures (CVSS 5.3), repeated login attempts without IP blocking or account 
lockout mechanisms (CVSS 6.5), and PHP file upload vulnerabilities (CVSS 5.3). Although OJS 
PKP tries to prevent uploaded PHP files by renaming them with a .txt extension, such files can still 
pose future risks if exploited by unauthorized users. 

To improve the security of OJS web servers managed with Webmin, several strategies are 
suggested: 
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1. Implement Fail2ban to prevent repeated login attempts by enforcing account lockouts and 
blocking attacker IP addresses. 

2. Configure explicit domain and subdomain restrictions in the config.inc.php file using the 
allowed_hosts parameter to prevent unauthorized access. 

3. Enforce the latest TLS encryption standards while disabling port 80 for web services, thereby 
ensuring that all communications occur over secure channels. 

These measures collectively strengthen the resilience of OJS against common web-based attacks 
and provide a more robust security baseline for academic journal management systems. 

Attacks targeting web servers have become increasingly large and sophisticated, making manual 
post-incident analysis more difficult. Future research on the security of OJS within the Webmin 
server management environment should focus on implementing preventive measures through real-
time attack detection and prevention techniques, using Artificial Intelligence (AI) [27], [28]  and 
Machine Learning (ML) [29] approaches. 

Such intelligent systems are expected to improve the ability of Webmin-based OJS environments 
to automatically detect abnormal traffic patterns, identify zero-day exploits, and adaptively respond 
to changing cyber threats. Combining AI-driven anomaly detection with the ISSAF security 
framework could offer a more proactive, adaptive, and data-driven defense approach, thereby 
enhancing the overall resilience and reliability of the OJS infrastructure against new attack methods. 
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