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ABSTRACT

Real-time face recognition systems encounter a critical trade-off
between high-security demands and computational efficiency,
particularly when deployed in unconstrained open-set environments.
This study presents a comprehensive benchmarking of four distinct
deep learning backbones ResNet100, GhostFaceNets, LAFS, and
TransFace specifically trained using the Adaptive Margin Loss
(AdaFace) function to handle image quality variations. The primary
objective is to identify the optimal architecture for secure attendance
systems operating on standard hardware with limited training data. The
evaluation protocol employs a rigorous real-world open-set test to
quantify performance using False Acceptance Rate (FAR) and False
Rejection Rate (FRR). The experimental results demonstrate that
ResNet100 establishes the highest security standard, achieving a 0.00%
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FAR at strict thresholds. Meanwhile, GhostFaceNets emerges as the
most balanced solution for resource-constrained deployments,
delivering competitive accuracy above 93% with significantly lower
computational complexity. Conversely, the Vision Transformer
(TransFace) fails to generalize in this low-data regime, resulting in
unacceptable false acceptance rates. These findings definitively
recommend GhostFaceNets for efficient edge-based implementations,
while ResNet100 remains the superior choice for mission-critical
security applications.

This is an open access article under the CC-BY-SA license.

Introduction

Face recognition technology has witnessed substantial progress in recent years, catalyzed by
breakthroughs in artificial intelligence (Al) and deep learning [1], [2], [3]. Convolutional Neural
Networks (CNNs), particularly ResNet architectures [4], have established themselves as a strong
baseline for feature extraction due to their ability to learn robust representations from large-scale
datasets [4], [5], [6]- However, a significant disparity remains between laboratory performance and
real-world deployment [7], [8], [9]. In practical applications such as real-time attendance systems, the
model must operate in an unconstrained open-set environment [10], [11], where it encounters
unregistered individuals (impostors) and varying image qualities due to uncontrolled lighting or
motion blur [5], [7], [10], [12]. Moreover, deploying deep models on standard computing units (CPUS)
for real-time inference poses an additional challenge in balancing recognition accuracy with
computational efficiency [13], [14], [15].

To improve robustness in unconstrained environments, margin-based loss functions such as
ArcFace [16] have been widely adopted to strengthen discriminative face embeddings by increasing
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intra-class compactness and inter-class separation. However, ArcFace applies a fixed margin
uniformly across samples, which can be suboptimal when input quality varies in real deployments
(e.g., low illumination, blur, or partial occlusion), as commonly observed in real-time attendance
systems. To address this limitation, AdaFace [17] introduces a quality-adaptive margin mechanism
that modulates the margin according to quality proxies derived from the feature representation, aiming
to improve recognition reliability under heterogeneous capture conditions. Consequently, evaluation
should not rely solely on closed-set accuracy; instead, deployment-oriented open-set behavior must
be assessed through security-related error trade-offs (e.g., FAR/FRR) at specific decision thresholds
[18].

In addition to loss design, the selection of backbone architecture is critical for real-time
deployment. Deep CNN backbones such as ResNet variants remain strong baselines for face
representation learning [4], yet their computational cost can be challenging for CPU-based real-time
applications and surveillance-style verification settings [8], [10]. To address efficiency constraints,
lightweight architectures such as GhostFaceNets leverage cheap operations to reduce inference
complexity while maintaining competitive recognition performance [13], and subsequent variants
further improve efficiency-accuracy trade-offs through architectural refinements [15], [19]. Beyond
CNN efficiency, landmark-aware approaches such as LAFS incorporate geometric cues and attention
to improve alignment and robustness under pose variations [20]. More recently, transformer-based
models introduce a global feature learning paradigm through self-attention [21], supported by broader
vision transformer surveys [22] and data efficient training strategies [23]. In face recognition
specifically, TransFace adapts transformer training from a data-centric perspective to improve
stability and performance [24], while recent comparative studies highlight the practical trade-offs
between ViT-based and CNN-based face recognition under different training regimes [25]. However,
despite the rapid growth of these heterogeneous backbone paradigms, a deployment-oriented
benchmark that systematically compares them under a unified quality-adaptive margin loss and
evaluates open-set security behavior (e.g., FAR/FRR sensitivity to operating thresholds), particularly
when trained from scratch on limited real-world datasets, remains under-explored [6], [9], [11], [18].

This study establishes a deployment-oriented benchmark for real-time face recognition by
evaluating four representative backbone architectures: ResNet100, GhostFaceNets, LAFS, and
TransFace [4], [13], [20], [21] trained under a unified quality-adaptive margin loss (AdaFace) [17]. In
contrast to evaluations that emphasize closed-set accuracy alone, we adopt an open-set perspective
that reflects practical access-control and attendance requirements by analyzing security-related error
trade-offs, including False Acceptance Rate (FAR) and False Rejection Rate (FRR), across operating
decision thresholds [11], [18]. In addition, considering the computational constraints commonly
encountered in real-time deployments, we relate recognition performance to efficiency considerations
relevant to CPU/edge settings [10], [19], [26].

The novelty of this work lies in providing a deployment-oriented benchmark that jointly analyzes
guality-adaptive margin loss training (AdaFace) and heterogeneous backbone architectures using
open-set security metrics (FAR/FRR) under real-time CPU/edge constraints.

The main contributions of this paper are as follows:

e A unified benchmarking protocol that compares heterogeneous backbone paradigms under
the same AdaFace objective, enabling fairer performance attribution across architectures[17].

e An open-set evaluation that quantifies security-usability trade-offs using FAR/FRR
sensitivity to operating thresholds, which is critical for real-world attendance and access-
control deployment [11], [18].

e Deployment-relevant insights by discussing the performance-efficiency trade-off of each
backbone for real-time operation on resource-constrained platforms [10], [19], [26].

Method

Figure 1 summarizes the end-to-end workflow adopted in this study for deployment-oriented
benchmarking of deep face recognition in a real-time open-set setting. The process starts with data
acquisition and dataset construction, where images are organized into a gallery of registered identities
and a probe set representing real-time queries, which may include both genuine users and impostors.
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Next, preprocessing and standardization are applied via face detection/alignment followed by
resizing and normalization to ensure consistent inputs across all models. Each backbone is then
trained under a unified configuration to learn discriminative embeddings, which are subsequently
used for similarity-based verification. Performance is evaluated through a threshold-based
accept/reject rule across three operating points (Strict/Moderate/Loose) to analyze security usability
trade-offs, quantified using open-set metrics such as FAR and FRR [11], [18]. Finally, results are
analyzed comparatively across backbones and operating thresholds; the training—evaluation loop is
repeated for each backbone architecture to ensure fair and reproducible comparison. No
questionnaire-based assessment is involved, and the term “decision” refers strictly to the automated
threshold-based verification outcome.

Data Acquisition & Prepracessing & Mode! Training & Deep pejhx;‘zho;jgz,i?:uu, ResultAnalysis &
Db las nd C e Standardizatorn e  Edrachor o R . Aot Nackion
Dalss et Conslruchor Standardizaton Festure Exraction (Strics { Modaratel Loasa) Viodel Seecticr

Figure 1. Structural workflow of the comparative benchmarking methodology.

2.1.Data Acquisition and Dataset Construction

The experimental data were collected from a real-world biometric attendance environment to
approximate practical deployment conditions. Image acquisition was performed using a standard
webcam positioned at an approximate distance of 20-40 cm from the subject, reflecting a typical
check-in scenario [8], [10]. The dataset comprises 46 unigue identities and includes natural variations
in head pose (yaw and pitch), facial expression, and illumination (natural and artificial) to represent
unconstrained capture conditions [7].

To support open-set verification, the dataset was partitioned into a Gallery and a Probe subset. The
Gallery serves as the enrollment/reference database and contains curated images of 36 registered
identities. The Probe subset contains real-time captures used for evaluation and is divided into (i)
Genuine samples, i.e., new images of the registered identities, and (ii) Impostor samples from 10
unregistered identities not present in the Gallery. This configuration enables measuring security-
related errors in open-set operation, particularly false acceptances (FAR) when impostors are
incorrectly accepted [11], [18]. The dataset distribution is summarized in Table 1.

Table 1. The distribution of the private dataset for open-set evaluation

Number of - Role in
Dataset subset Category Subjects Description Experiment
Curated images Reference
Gallery Registered 36 of authorized Database
personnel (Enrollment)
. Real-time Validating True
Genuine 36 captures of o
. Positives (TP)
Probe registered users
Unregistered Evaluating False
Impostor 10 individuals Acceptances
(Unknown) (FP)
Total unique Open-Set
Total 46 identities Benchmark

The private dataset used in this study contains 46 identities and is intended to reflect low-data
attendance deployments rather than large-scale public benchmarks. Accordingly, the results should be
interpreted as controlled comparative evidence across backbones and operating thresholds, not as
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population-level performance estimates [3], [6]. Because FAR/FRR are computed from a finite
number of genuine and impostor trials, rate uncertainty increases when the number of trials is limited;
therefore, we complement threshold-specific results with ROC/AUC and DET-style analyses and
recommend site-specific threshold recalibration prior to deployment [11], [18], [27], [28].

2.2.Preprocessing and Standardization

To ensure a fair comparison across backbone architectures, all raw images were processed using
the same standardized preprocessing pipeline consisting of face detection, alignment, cropping,
resizing, and normalization [5], [6], [7]. Face regions were detected using Multi-task Cascaded
Convolutional Networks (MTCNN) due to its robustness under pose and illumination variations [29].
Using the facial landmarks provided by MTCNN (e.g., eyes, nose, and mouth corners), each detected
face was aligned via a similarity transformation to reduce geometric discrepancies caused by head
pose changes. The aligned faces were then cropped and resized to 112 x 112 pixels to match the input
specification of the evaluated models. Finally, pixel intensities were normalized to the range [-1, 1] to
stabilize optimization and improve convergence during training and inference. This uniform
preprocessing protocol ensures that performance differences observed in subsequent experiments can
be attributed primarily to the backbone architecture and training objective rather than inconsistencies
in input preparation.

2.3.Proposed Framework (Deep Learning Architectures and Loss Functions)

This study establishes a comparative benchmarking framework by evaluating four backbone
architectures that represent different design paradigms in deep face recognition: ResNet100 [4],
GhostFaceNets [13], LAFS [20], and TransFace [24]. ResNet100 is employed as a strong baseline due
to its deep residual learning formulation [4]. GhostFaceNets represent lightweight CNNs designed for
efficiency through cheap operations [13], while LAFS integrates landmark-aware attention
mechanisms to emphasize geometrically informative facial regions [20]. TransFace represents a
transformer-based face recognition approach that leverages self-attention to capture global contextual
information [21], [24].

To address the challenges of face recognition in unconstrained environments, we employ the
AdaFace (Adaptive Margin Loss) function [17]. Unlike standard margin-based losses such as ArcFace
[16] which apply a fixed penalty (m) to all samples regardless of their quality, AdaFace adapts the
margin based on image quality. Image quality is approximated using the feature norm ||z;||. AdaFace
emphasizes hard samples for high-quality images while ignoring unlearnable samples for low-quality
images to prevent overfitting. The loss function is formulated as:

es(cos(eyi+gangze))—gadd

L&

Lpga = —= E log
0,; _ p
"= es(cos(8yi+gangte))=9ada + 2y e O

(1)

where 6, is the angle between the feature and the class center, s is the scaling parameter, and N
is the batch size. The terms g, 41 and g,qq are adaptive margin functions controlled by the feature
norm || z;||. Specifically, if the image quality is high, the margin concentrates on angular component
(Gangie), Whereas for low-quality images, it shifts towards additive margin (g,qq) to stabilize the
gradient [17].

For fair benchmarking, all backbone models were trained from scratch with randomly initialized
weights (i.e., without external pretrained weights) under the same experimental protocol, input
resolution (112 x 112), embedding dimension (512), and AdaFace objective [17]. During training,
each input image is mapped to a 512-dimensional embedding vector by the backbone network, and
the AdaFace classification head produces logits for supervised optimization. After training, only the
backbone is retained for feature extraction in the verification stage.

For similarity-based verification, cosine similarity is computed between a probe embedding and
the gallery embeddings, and the maximum similarity score is used as the matching score. The final
accept/reject decision is obtained by comparing the matching score against the operating threshold.
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To reflect deployment requirements, decision behavior is later analyzed across multiple operating
points (Strict/Moderate/Loose) using open-set security metrics such as FAR and FRR [11], [18].

2.4.Experimental Setup

The hardware specifications include an Intel Core i9-13900K processor and 32 GB DDR5 RAM
running on Windows. Although a discrete GPU was available, the training and inference processes
were explicitly executed on the CPU to simulate resource-constrained environments typical of low-
cost attendance systems. The implementation was built using the PyTorch framework [30], with
NumPy [31] and scikit-learn [32] utilized for matrix operations and performance metric calculations.

Input images were resized to 112 x 112 pixels and normalized to the range [-1, 1]. To enhance
model generalization, random horizontal flip augmentation was applied during training. The training
process was conducted for 125 epochs with a batch size of 16. Distinct optimization strategies were
employed tailored to architecture type: stochastic gradient descent (SGD) with momentum 0.9 and
weight decay 5 x 10~ was used for CNN-based models (ResNet, GhostFaceNets, and LAFS), while
AdamW with weight decay 0.05 was utilized for the transformer-based model (TransFace) to ensure
stable convergence [24]. A MultiStepLR scheduler was applied for CNNs, whereas a
CosineAnnealingLR scheduler was adopted for TransFace. Furthermore, gradient clipping (max norm
= 5.0) was implemented as a stabilization measure, particularly for lightweight models, to prevent
gradient explosion and ensure consistent convergence.

2.5. Evaluation Metrics

To quantitatively assess the robustness of the proposed system, we employ an evaluation protocol
based on the confusion matrix adapted to an open-set face verification scenario. In this setting, the
system must distinguish between genuine users (registered in the gallery) and impostors (unregistered
identities). Given a probe image, the model produces a 512-dimensional embedding and computes the
cosine similarity against the gallery embeddings. The highest similarity score is compared with a
decision threshold to generate an automated accept/reject outcome. No questionnaire based or human
subjective assessment is used; the term “decision” strictly refers to the automated accept/reject output
produced by the similarity-threshold rule .Based on this threshold rule, prediction outcomes are
categorized into four cases as summarized in Table 2: True Positive (TP), False Positive (FP), False
Negative (FN), and True Negative (TN).

Table 2. Confusion matrix for open-set face verification (threshold-based decision)

Actual: Unregistered

Predicted: Accepted True Positive (TP) (Impostor)

False Positive (FP)Incorrectly
accepted impostor (Security
Breach).

Predicted: Rejected False Negative (FN) True Negative (TN)

Correctly accepted registered

(Score > Threshold) USer.

Incorrectly rejected registered

(Score < Threshold) user (Inconvenience).

Correctly rejected impostor.

Actual: Unregistered

Actual: Registered (Genuine) (Impostor)

Using these outcomes, we compute security- and usability-related metrics. The False
Acceptance Rate (FAR) measures the proportion of impostor attempts that are incorrectly accepted,
while the False Rejection Rate (FRR) measures the proportion of genuine attempts that are
incorrectly rejected. The corresponding formulations are defined as:

FAR——, FRR = —~ )
FP+TN FN+TP
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In addition, overall accuracy is reported for completeness:

TP+TN

ACCUracY = TP ®)

Threshold selection rationale. In operational face verification, the decision threshold t
defines the system operating point and directly controls the security usability trade off: a stricter t
reduces false acceptances (lower FAR) at the cost of potentially increasing false rejections (higher
FRR), while a looser 1 tends to increase FAR but improves user convenience. In this study, the three
operating points were instantiated using cosine-similarity thresholds t € {0.70,0.50,0.30} for Strict,
Moderate, and Loose settings, respectively The values were selected through score calibration on
development/validation trials by examining the separation between genuine and impostor score
distributions, consistent with common biometric evaluation and deployment practice.[27], [28]

Results and Discussion

3.1. Internal Benchmark Analysis (Closed-Set Performance)

The first phase of evaluation assesses the fundamental learning capacity of each backbone
architecture under the AdaFace loss function using an internal closed-set protocol. In this scenario,
the probe images contain only registered (enrolled) identities, so the evaluation focuses on false
rejection behavior (FRR) and its complementary genuine acceptance accuracy, while FAR is not
applicable in this phase. Performance across three operating thresholds (Strict, Moderate, and Loose)
is summarized in Table 3.

Table 3. Comparison of verification accuracy and FRR on internal closed-set benchmark using

AdaFace

AI?;? ilisgtrl}ere Threshold Accuracy (%) FRR (%)
Strict 95.92 4.08
GhostFaceNets Moderate 98.51 1.49
Loose 98.71 1.29
Strict 95.43 4.57
LAFSASVITIZ?S)mark' Moderate 98.51 1.49
Loose 99.20 0.80
Strict 96.62 3.38
ResNet100 Moderate 98.71 1.29
Loose 99.40 0.60
Strict 5.47 94.53
TransFace (ViT) Moderate 5.47 94,53
Loose 5.47 94,53

To improve comparability across backbones, Figure 2 visualizes the performance trends across
threshold levels for (a) Accuracy and (b) FRR. For the CNN-based backbones (ResNet100, LAFS,
and GhostFaceNets), loosening the threshold generally increases accuracy and reduces FRR,
indicating a more permissive acceptance of genuine matches. Among all models, ResNet100
consistently demonstrates the most stable performance, achieving the highest accuracy and the lowest
FRR across all threshold levels (e.g., reaching 99.40% accuracy with 0.60% FRR under the Loose
setting). LAFS follows closely, showing strong performance and a notable reduction in FRR as the
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threshold becomes looser, while GhostFaceNets remains competitive with slightly higher FRR under
the Strict setting.

Tabie 3 — Closed-Set Accuracy across Thrwshoid Luvels Talile 3 — Clused-Set FRR acruss Thieshold Levels

Pr——
. -

. - - *

Strict Modec st Loose Srict Mogecats
™rehels Lave Mereshobd Lave

Figure 2. Comparative closed-set performance across threshold levels: (a) Accuracy and (b) FRR
(side-by-side).

In contrast, TransFace exhibits a severe performance degradation in the internal benchmark, with
extremely low accuracy and consistently high FRR across all thresholds. This behavior suggests a
failure to generalize under the current training/data regime, thus TransFace is not recommended for
subsequent deployment-oriented evaluation in this study. Overall, the closed-set results indicate that
ResNet100 provides the most reliable identification performance, while LAFS and GhostFaceNets
offer viable alternatives depending on resource constraints and tolerance to FRR.

3.2.Real-World Robustness Evaluation (Open-Set Analysis)

This section evaluates deployment-oriented robustness in an open-set face verification setting,
where the system must accept enrolled identities while rejecting non-enrolled individuals. In contrast
to closed-set benchmarking, performance reflects a security—usability trade-off captured by FAR and
FRR. We evaluate three operating thresholds (Strict, Moderate, and Loose) to assess operating-point
sensitivity. Table 4 summarizes results across backbones and thresholds.

Table 4. Comprehensive security performance (Accuracy, FAR, FRR) across three threshold levels

under AdaFace
Backbone Threshold Level Accuracy (%) FAR (%) | FRR (%) |

Strict 97.00 0.00 4.00
ResNet100 Moderate 89.00 37.00 2.33
Loose 73.50 99.00 2.33
Strict 96.50 1.00 4.33
LAFS Moderate 92.25 23.00 2.67
Loose 74.25 98.00 1.67
Strict 93.75 10.00 5.00
GhostFaceNets Moderate 84.50 52.00 3.33
Loose 72.50 100.00 3.33

Strict 6.50 100.00 91.33

TransFace Moderate 6.50 100.00 91.33

Loose 6.50 100.00 91.33
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Figure 3. Real-World Performance Comparison (Strict Threshold)

Under the Strict setting, ResNet100 achieves the lowest FAR while maintaining high accuracy and
low FRR, indicating the most favorable security profile in this study’s deployment-oriented setting.
LAFS remains competitive with similarly low FAR and strong accuracy, suggesting that landmark-
aware attention can preserve discriminative features under tighter decision boundaries. GhostFaceNets
shows a higher FAR even under Strict conditions, indicating greater susceptibility to false
acceptances. TransFace exhibits extremely high error rates across metrics, suggesting poor
generalization under the current training/data regime.

DET-style Operating Points (FAR vs FRR} across Threshold Levels — AdaFa(¢
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Faise Acceptance Rate (FAR. %)

Figure 4. DET-style operating-point plot (FAR vs FRR) for each backbone across threshold levels
(S=Strict, M=Moderate, L=Loose).

Figure 4 presents DET-style operating points by plotting FAR (x-axis) against FRR (y-axis) for
each backbone, with points corresponding to Strict (S), Moderate (M), and Loose (L). This view
summarizes the security usability trade-off across operating thresholds: relaxing the threshold
typically reduces FRR but can sharply increase FAR, which is undesirable for security-sensitive
attendance systems. Therefore, backbones whose operating points remain in the low-FAR region
while keeping FRR acceptable are preferable.

Overall, ResNet100 and LAFS exhibit the most stable balance across thresholds, maintaining low
FAR under stricter settings while keeping FRR manageable. GhostFaceNets shows higher FAR
growth as thresholds loosen, indicating that stricter calibration is required for deployment. TransFace
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remains unsuitable under the evaluated low-data, from-scratch training regime due to consistently
poor operating behavior.

3.3.ROC Curve and Stability Analysis

While FAR and FRR provide performance snapshots at specific thresholds, the Receiver Operating
Characteristic (ROC) curve offers a holistic view of a model’s discriminative ability across all possible
operating thresholds in the open-set verification setting. The Area Under the Curve (AUC) serves as
a scalar measure of stability, where values closer to 1.0 indicate better separability between genuine
and impostor distributions. Figure 5 illustrates the ROC curves for the four backbone architectures
trained under AdaFace.

Figure 5. ROC Curve for AdaFace

As depicted in Figure 5, the ROC curves for ResNet100, GhostFaceNets, and LAFS rise sharply
toward the top-left corner, indicating high sensitivity (True Positive Rate) even at low False Positive
Rates. Quantitatively, ResNet100 achieves a near-perfect AUC of 0.9970, indicating strong and stable
discriminative performance under a high-security backbone. Remarkably, the lightweight
GhostFaceNets achieves a competitive AUC of 0.9961, suggesting that well-designed lightweight
CNNs can learn highly separable manifolds suitable for real-time verification, even if their strict-
threshold FAR is higher than ResNet100. LAFS obtains the highest AUC of 0.9959, supporting the
effectiveness of landmark-aware attention in preserving discriminative facial cues.

Table 5. Comparison of Area Under Curve (AUC) scores

Backbone Architecture AUC Score
ResNet100 0.9970
GhostFaceNets 0.9961
LAFS 0.9959
TransFace (ViT) 0.6186

Table 5 summarizes the comparison of AUC scores across models. Conversely, the TransFace
(VIT) curve remains close to the diagonal line, resulting in a poor AUC of 0.6186. This visualization
indicates that, under the current training/data regime, TransFace approaches random performance and
fails to establish a clear margin between genuine and impostor distributions.

Conclusion

This study presented a deployment-oriented benchmark of four deep face recognition backbones
(ResNet100, GhostFaceNets, LAFS, and TransFace) trained under a unified AdaFace objective for
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real-time open-set verification. Across both closed-set and open-set evaluations, several conclusions
can be drawn.

First, ResNet100 demonstrates the strongest security profile. Under the Strict operating point, it
achieves 0.00% FAR while maintaining high accuracy (97.00%), indicating robust impostor rejection
under unconstrained conditions. Second, GhostFaceNets provides a practical accuracy efficiency
trade-off for resource-constrained deployments. Although lightweight, it remains competitive under
Strict settings (93.75% accuracy), but its FAR (10.00%) suggests that stricter calibration is required
when security constraints are stringent. Third, TransFace exhibits poor generalization under the low-
data, from-scratch training regime, leading to consistently high error rates (including 100% FAR
across thresholds), and is therefore unsuitable under the evaluated configuration.

Overall, ResNetl100 is recommended for security-critical access-control scenarios where
minimizing false acceptances is paramount. For CPU/edge-based attendance systems where efficiency
is prioritized, GhostFaceNets is a viable alternative provided that thresholds are tuned to control FAR.
Given the limited dataset scale in this study, these findings should be interpreted as comparative
evidence under the same protocol; future work will investigate transfer learning or pretraining to
improve transformer convergence and explore hybrid designs to further optimize the security
efficiency trade-off.
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